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Chapter 1 -- Hardware and Software

1-1. Hardware requirement

Min hardware require

Default hardware

Pentium 4
1.0 GHz above

Central Processor Unit

Intel Celeron 2.4 GHz

RAM 256 MB 512 MB
HDD 80 GB 80 GB
10Base-T/100Base-T (10/100 10Base-T/100Base-T (10/100
Network
Mbps) Mbps)
CDROM 52X CDROM 52X CDROM

1-2. software requirement

OS : Linux

WWW : Apache
DataBase : My SQL
Webmin

JAVA : MyJS

SNTP

1-3. Authorized management quantities of ITA. (VolP device)

Basic version 500 pcs ITA
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Chapter 2 — How to use and manage provision server

2-1 Basic Operation:

For managing a large number of VoIP device efficiently, the provision server store different configuration and
different firmware which allow VolP device to download automatically.

Provision server provides more convenient manage method to remote and update the VolP device instantly.

Also solved the problem that VolP device behind the DHCP server(internal IP)

2-1 . Login:

Use IE Browser, fill in the username and password to login the management system.

Login Provision senver

J=zername:

Password:

You must enter a username and passwaord to login the Provision server.

After you login successfully, you will see each server component monitoring page, or you can click “System”

to see this page.

ZE System Define... Allowed List Pending List Deployed List Macros Logout

B Llzer jane

Server service status (update: 2007-11-09 16:51:11 )

Linking: Real IP

Real [P:

@on @on @ OFF @on @on @ OFF @ OFF @ oFF @ OFF @ OFF
Provision Server 1.0 {Suitable hoard:140m ~ B202 ~ 300k ~ 300c)
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Administrator management:

Click > System->Administrato->User > here you can edit or delete the user.

22 Allowed List Pending List Deploved List Macros Logout
B User jane B HackupRestore B ersion

m Lzer B Access(og
User
Lser Pagsword Level Modify Delete
jeff REAEES A Modify ||
jane AEERREE A Mo dify [
demol AEXERE, & Modify | &
demo iranand B o dify | 1|
jason e A Modify ]

The administration system separate to 3 levels:

You have to type the correct username and password for entering.
A Al
B : Only Modify Password /Pending List/Deployed List/Modify Firmware
C : Only Modify Password /Pending List/Deployed List/Modify Firmware - but in the GW list, only shows his

own Group, a C level account can manage many Group

2-2  Access log:

Click Administrator/Access log , you can check the log history.

o Svsiem Derfing . Adineeod |ist Brarnidingg I 154 Dol Lis] Blpron Langnd
B LlgEr jand B Adminisiragor m B Kt Foelngg ™1
L - [
Actrss bog

User Hama From P LoginTime Logoul Tirme

jana 61.231.88.110 2007-11-12 09.19:43 T0AT-11-12 10,1943

|ang 58.130.201.155 2007-11-09 1736506 2007-11-09 182606

demal S0120. 200,155 20071100 172513 0071109 172534

jane SO0 ). 201155 2007-11-08 17:25:00 Z007-119-09 17507

lang SQ120,.201.155 2007-11-08 17:34:39 F007-11-09 172458

demo 6.1 20301 155 2007-11-08 172310 H007-11-09 17 14:35

jang 59.120,.201.155 20071 1-08 16 38 35 HOAT-11-09 173303 peraing
lang 58120 201.155 Z007-11-08 B47: 24 Z007-11-08 104724 peraling
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Click the Operating in the right, you can see more details about each log file.

22 System Define... Allowed List Pending List Deploved List
B Lser jane B Administrator B Backup/Restore | Version
Operating Report
User Mame Frorm IP LoginTime Logout Time
jane 61.231.68.110 2007-11-1209:19:43 2007-11-1210:19:43

2007-11-12 09:35:04
2007-11-12 09:35:10
2007-11-1209:3513
2007-11-12 09:39:56
2007-11-1209:40:09

Fending List

Alloweed List-Edit

Deployved List

Fending List

Fending List-Autharization
MAC:0002edheefbB-Profilefis-Groupaaa-Parner ID-File-Section-Parameter-Valuea:
Deployved List

Deploved List

System-Administratar
System-Administrator-Access log
System-Administrator-Access log-Access log

2007-11-12 09:40:30
2007-11-1209:41:35
2007-11-1215:32:37
2007-11-121532:41
2007-11-1215:33:09

Macros Logout

3. Logout : by Click Logout, you will see the message as following,

Logout
You have logout the Provision server.
Lodin again

4. System Backup and Restore:

Click> System - Backup = Restore, into the page below to do “Download” and “Restore”
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Backup/Restar

Time Content

2007-11-12 16:53:23

Remark

Define&Allowed List&Macros edu

Download

| Download

Restare

| Restare

Delete
O

(Count: 1 ) Deleta ¢ [T all selectDo not select cormpletaly)
Digplay 20 record number Page:l'I 'l
Defined Allowed List&hlacros j Remark & Backup
Define
Allovved List
Macros
.. (Maximum:3an Restore

[ | o

Backup :

You can choose 3 different type of backup method depending on your need :
Define& Allowed List& Macros : Backup all contents.

Define : Backup the system file.

Allowed List : Backup the configuration of those managed by Provison server.
Macros : Backup the Macros.

Downloaded files will be stored in Provision Server, you can also download files to your computer.

Restore :

Select the file that you need to restore, click [ Restore] to upload file.

5. Server service status / version :

Click > System - Version, you can see the internal application software, database, server and monitor the
working status of this provision server.

the application software of this provision server :

Linux OS

WWW: Apach

Data base: MySQL

Webmin

Java: MyJS

SNTP
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e System Define... Allowed | ist Pending List Deployed List Macros Logout

® Lser jane B Administrator ® Hackup/Restore m Version
-

Server service status {update: 2007-11-12 17:09:06 )

Linking: Real IP Real IP: Internal IP

@on @on @ OFF @on @on @ OFF @ OFF @ OFF @ OFF @ OFF

Up load

Provision Senver 1.0 (Suitable board:140m ~ B202 ~ 300k ~ 300c)
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6. Define the model name :

The default model name in this server is IPPhone ~ 300 ~ 111 series > you can define your own model name here

by click > Define - Device Types

= * Syslom L L Algveod Lisi Pumding List Duploged List Macros Lot
= Lzer jane = Dievice Tigad B [Devipe Profdles B Furmeate B Gy
Dinvico Typies
Famiy Model Rematk Midify Detota
102 P02 20 o ffify r
A0k Typt FETH Backup Moty r
I Type2 FXE of F¥0D M ity r
(Cownt 3 ) pelate { T Selectunsessct Al

7. Upload device profile :

For building your own VolIP devices network efficiently, you can make a common profile which includes the call
out route, call in route, register info, and other configuration.

This profile will be the main setup file when you want to install each of your VolP box, before start to do that ,

upload this profile to > Define... > Device Profiles

o EvElen Dl e List Peniding List Denlmged List Macins Loy
W Ugar jang B [incs Tvpds L] r;un;g-F‘rgHI-;.i B FHnisin [ ]
.
Device Profiles
DataTime Prodie Ruomark Diowninad Modify Dabéle
20071101 14:58:81 By Biranigad Mo din r
2007-11-086 10:54.25 &ifi_tmeal Dipssrilnad Bty r
2007-11-07 17:50:10 feg Dipwrilpad Moy =
(Count 3 3 balete { T geleciunseiact Al
Display. 20 recofds petr page Fage: 1 {1=1)
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Upload: ciDocumerts and Setting: #BEE..  (Zip or tar.gz or tar or tg2)
Model name reset

Remark; ;|
=

Make a profile easily by one VolP device :

You only need to setup a VolIP device as a sample by - “Creat from”, that can help you to make a profile

instantly.

Input GW IP: VoIP device IP address (the sample)
Input GW Port: 80port (default)
Input GW User: The username of login to VoIP device

Input GW Password: The password of login to VoIP device

Input GW TimeOut: waiting time for how long that no response form VoIP device.

Model name

=4

[nput G P59 115 16950 di
Input GW Partan
[nput GY Uservaip
Input GW Password sses
Input GW TimeOuts
Model name:test

Remark: =]

Uplead E Bock
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8. Firmware version management
->Define = Firmwares, you can upload and download different models and different version of firmware,

prepare this for next time VolP devices connect to update automatically.

L System Define... Allowed List Pending List Deployed List Macros Logout
B lser jane B [Device Types B [Device Profiles B Firmwares W Group
Firmware
Model; | Select? 'l
Select?
IP202
Typel

9. Upload the different parameters as Excel CSV file
In = Allowed List 2 Upload, you can upload different parameter list of VoIP device in this page, (common

parameters please set on profile ) , the parameters please edit as Excel CSV file, [Upload] this CSV file when

ready.

0002edhesfiB, 3000 fus,rsl.inic.ed 1 ,aaa,,,.,
000Z2edbeefBB, 3000 fks relinic,nul 77201111233,
000ZedbeefBB, 3000 ks rst.ini,c pwl 77201111 3aa,,,,,,
0002edbeefBE, 3000 fks rst.inic,ac1 77201111, 3384,,,,,

When the upload finished, the uploaded data will list as following for you to check.

Upload
WA Model Praofile |Gr0up Phone Ernail Rermark
0002edbeeftf 300k [EE Iaaa
00024857 e0c 300k s |a=a
000246580022 300k fics |aaa
000246575438 300h |75 |aa

The system will build a subdirectory to store the parameter files after the upload done. When there is a VolP
device which matched the MAC address and IP address to list connect to Provision server and ask to execute

provision, the parameter files in this list will be allowed to download to device.
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10. Edit the parameter file:
You can browse, edit, modify the parameter file by IE browser, > Allowed List = Edit, find the VolP device with

MAC address or IP address, list the content of parameter.

Edit

Mac: Account MO

A hodel Frofile Group Fhone Ernail Remark |M0dify Delete

000 2edheefbf 3000 s aaa IM\( O

00024657060 |EED fis aaa oo |

000248580022 |3unb |f><s aaa hodi O

N0024B575438 P'&Uh' lf){s' EEE] {Mﬂn}z o
(Count: 4 3 [T Al selectiDo not select completely)

Click [Modify] to edit the content.

Mac: 0002edbeef66

Madel: 300k

Profile: [ ] ez
Group: Iaaa Vl(aaa)

Llser name: jane
Address: T&IPEI
Fhone: 85123390
Ermail: jane@yahoo.com tuy
Remark:
File Section Parameters Walue Remark
r=1.ni [ ed 1
r=1.ni C nut 201111
r=1.ni c el seEEEEES
r=1.ini c ac 201111
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11. pending list (devices which not been authorized) :
When a VolIP device which it's IP address or MAC address not been included in the parameter list come to ask

the parameter content, provision server will not allow and put this device to Pending list , and also list the
model name, IP, MAC, first link time and last linked :

**. Bwstom Daling... ABoveod List Prending List Deployed List Matros Lot

®  Llzer jane

Pencling List
el T T
Model  Wan P Lan 1P Mt Firat link lime Last linked Authorize  Deleta
el 163011255 192 18R 221 00024657 e0da 2007-11-08 104624 2007-11-13 104605 A1 I r
Typel 163 3011254 192 168 231 ONoJ4ESTa0TE D00T-11-08 104728 2001113113225 it M =
{Count 2 ) ml [T SelectiUnselsct AN

If you allow this unauthorized device get the permission to ask and download the parameter file, you can click

[Authorize], and start to do the basic configuration of this device.

Authorize
FProfile: fuz -
Group: |Selec1 vI
Wan |F: 163.20.112.584
Lan IF: 192168.22.1
Mac: 00:02:46:47 el:4a
First linked: 2007-11-08 10:46:24
Lastlinked: 2007-11-1310:46:05
Set

Just assign the corresponding profile and group, this device will be moved to deployed list.

12. Deployed List :
In Deployed List, that will list all VoIP devices which has been confirmed and got the permission to ask for

download data, files from provision server. This page shows device status, model name, register status, WAN

IP, MAC, parameter file, last linked time, firmware version, and synchronized status. :

12
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E System Define... Allowed List Pending List

Macros Logout
B Uszer jane

® Deployed List

Deployed List
Model: Al b Status: Buath -
Group: |A|| vl A
Account MO:
1 Find
Cnline Model  Status Wan P Mac Profile Lastlinked Firrmweare SetGi Renew Remave
‘ Typel Status 172167133 no0zedheefbb s

2007-11-1311:15:24 Man Cct 29 200 Setew o0 [T |

1 Typel  Status 59120201155 000246575438 fxs 2007-11-13 09:20:00 Mon Qct 29 200 Setow o0 T r

You can remove any device in this page by click [Remove], also you can get the newest parameter file by click
[Renew].

For more detail information about the device, just move the cursor to WAN IP of the device, there will show the
pop-up info as following.

o EvEiEin L LI el List Peniding List Degudiegmd ILise Macios [RETIEL
® Llgor jang

oo
Dheplnyrad st
Wodel Al vl Status Blofiy 'l
Cdoup L) -ri MAC

Accound N0

T

172167133
192168221
Online Model  Slabas Wan P Renaw Remove

@ Tvoer St 721879 0285133300 S = =
= e arEyaton cam v

@ Twel Sl 50920201155 . 0O D

a Tvpel  Slabus 163203211 DO0D24657el6e s 2007-11-13.07:06:34 kan Oct 29 200 giow Qo IO C

If the VoIP device had been synchrozied before, the column of [Online] will shows green light, otherwise will be

red light. But if you want to modify the content of parameter in provision server, you only need to click [SetGW)]
for entering each setup page of parameter to modify.
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2 System Define... Allowed List Pending List Deploved List Macros Logout

= Lser jane

0002edbeef66 !

VOl E
U] BREesE Welcome to

0] mEpERE Type1 voiP Router

1 EEARERRSE

D BmieE

Sﬁ%gﬁf’ Weh Ul version 1.0

= AAIRIETAREEMEFFREZHG « FEZS T #5ave Modificationsk 2 ERHERT
e EEHTA SR sE R BT TALE  EFRTAT RREPR  IHIGTASHSEEE

PRETETEIEH -

In this setup page, you can modify the parameter content of this type of device, save modification when it done,

next time when the devices connect to provision server, they will synchronize to the newest data.

13. Edit Macro :
If you want to modify the parameter content of all devices which already has been deployed or part of them,

you can add a [Macro] by > Macros - Edit Macro, just name the Macro, and click [Add].

2L System Define... Allowed List Pending List Deploved List Macros Logout
B User jane ®m Edit Macrd W Execute Macro ®  Modify Firmware B Firmware Download

Edit Marco
Marca Mame hdodify Drelete
Add SIP acct tadify |
Add =1 to rs1.ini todify |
Add SIF acct for Ashok modify [
Change 5308 to Live SIF fadify 4
Setenxto1 odify O
TestGK-202.52.88 36:61719 Madify @
14
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Add each parater content after the Macro has been added.

Edit Marco /test

File  Session  Parameters Yalue Rematk Modify  Delete
gkini 2 in sip:siptonfree.com: G060 tonfree sipfii B Modity [

m( [ Al selectDo not select

campletely)
Display: 30 record number pagmatign;
File: inkbouncd.ini
Session: 1
Parameters: number
Walue: B
Remark: change numkber

14. Execute Macro :
if you need to modify any one or any group or all decives which already has been deployed with Macro file, you

can select by model name, group, MAC address. (= Macros - Execute Macro)

2 System Define... Allowed List Pending List Deployed List Macros Logout
B llser jane ®m  EditMacro B Execute Macro ® hodify Firmware B Firmware Download

Search
Model: All ¥ Status: Both i
Group: |A|| vl A
Account MO:

Find

Execute Macro

anling Wodel Wian P Lan IP Mac Profile Last linked Fitrnware Seteyy
@ Type 17216.7133 182168.22.1 0002edhesfil fius 2007-11-1316:32:54 Mon Oct 29 200 Setcwy 00
@ Typel A9120.2011585 192168221 0002465754 38fks 2007-11-13 09:20:00 Man Oct 28 200 SefGW Q)0

Choose the device you need to modify and select the Macro.
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Marco Marme:

Al =1 ta ret ini
Aol SIP acct for Ashok
Change 5308 to Live SIP

Set enito 1

Test Gl - 202.52.85.36:61719

SEMEENFebEE RS » REEIFAEA » BT Sotied S OHE - HIREREE » BiEBackEiERRNTT -

Then server will list the device which will be modified.

1= B R EMeWHIE

Mac: N002edbeefbh

15. Update firmware:
if you need to update any one or any group or all decives which already has been deployed, you can select by

model name, group, MAC address. (= Macros > Modify Firmware)

=+ System Define... Allowed List Pending List Deploved List Macros Logout
B Uzer jane ® Edit Macro ® Execute Macro ®  fodify Firmware ® Firmware Download
Search
Model: Status: Biath -
Group: A
Account MO:
i Find
Status: Both
Model: Twpe
Modify Firmware
Online Model Wan P Lan IF Mac Frofile  Lastlinked Firmware SetGhy
O . Typel 17216.7.133 192.168.221 000Zedbeef6f  fxs 2007-11-1317:14:11 Maon Oct 29 200 SetGiW KO
| @ Typel 589.120.201.155192.168.22.1 000246575438 fxs 2007-11-13 09:20:00 Man Oct 25 200 SefGW Q)0

Choose the device you need to update, click [Set], and select the version of firmware.
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(® Firmware

Firrmuware;

Then the server will list the devices which will be updated, next time when the device connect provision server,

it will check if there is new firmware can be updated.

16. Provision Server list :
->Global Setting = Server list, you can set the IP address of provision server at least 5 set, when there is a

change, as long as the VoIP device can connect to any one of these provision server, the update list will be

renew.
Provision Server list
I Enahle|1 -1

Frovision Server IP #1: 59120201147 Server Mame #1: Ty
Provision Server [P #2: 2038413174 Server Mame #2: Hi
Frovision Serer [P #3: 207226293 Server Mame #3: La
Frovision Server [P #4: 202543108 Server Mame #4: SG
Provision Server [P #5; 172163788 Server Mame #5: HiE
Provision Server [P #6: 172.16.37.38 Serer MName #6: %P
Provision Server [P #7: 17216.37 58 Server Mame #7: &
Provision Server P #8: E1.21847.77 Server Mame #3: B
Provision Server [P #9: 172163785 Servar Mame #9; ot
Provision Server [P #10: A721637.88 Serer Mame #10: =1}
Interval tirne for Client link to Provision Server: 36000 sac.

Interval time for Client link to Provision Server:
In this item, you can set the auto renew period, less time will faster the update cycle, but it will also occupy

more bandwidth.
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